Using Eprofile with A Laptop Computer
Background Information

eProfile is an electronic data collection tool funded by the DCSF and developed in partnership with QCDA (Qualifications & Curriculum Development Agency), which provides a means of recording the final judgements made of a child’s attainment at the end of the Early Years Foundation Stage.
The eProfile programme stores data for individual children and has the facility for the transfer of personal data between schools and onwards to the local authority or DCSF.  
As the eProfile enables users to work at a range of locations, in a mobile context, away from school premises consideration must be given to the security of the mobile devices that it is used with such as laptops and tablet PC’s.  The protection of the data stored within eprofile is of paramount importance.
Security Recommendations
Each year over 72,000 laptops are stolen in the UK and the number is rising steadily year on year.  Whilst losing a laptop is a major inconvenience the value of the stolen information often far exceeds that of the hardware.

To minimise the risks of data being accessed by unauthorised personnel there are a number of steps that can be taken.

Primary Measures

· Ensure all new laptops are fitted with encryption software.  

Encryption software scrambles information on the device so that only you can read it, even if the laptop is lost or stolen and the hard disk removed, no-one else will be able to see the data stored.

· If you are currently working with a laptop that isn’t encrypted and it contains any information which is of a sensitive and personal nature (such as that produced on eProfile) it is strongly recommended that you arrange to get encryption software installed.

Talk to your Head Teacher, or appointed ICT person about how to go about this.  Alternatively contact the LEAMIS Helpdesk or the Information Security Team on 0116 3055783.
· Unless exceptional circumstances apply do not leave your laptop unattended in a vehicle.
Additional Measures
· If using your laptop on school premises or within home and you are leaving your desk, lock your computer screen (Ctrl, Alt and Del)
· Do not share your password under any condition.  Be sure to use a strong password – one that contains at least seven characters, with a combination of both, upper and lower case, letters and numbers.  
· If your laptop is being replaced ensure that all personal data that was stored on the outgoing device is removed and the hardware is disposed of appropriately.
· Consider signing up to the School Information Security Policy so that all of the school security procedures are outlined in one comprehensive document.
Remember: Protecting information is everyone’s responsibility and we should do anything within our power to ensure the safety and security of material of a personal and sensitive nature.   Failure to do so could lead to disciplinary action and possible reporting to the Information Commission’s office.  
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